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SEDRO-WOOLLEY SCHOOL DISTRICT 

 

Staff Access to Networked Information Resources 
 

These procedures are designed to govern the use of the District’s electronic communications 

system (network), which includes Internet access and the use of electronic mail (e-mail).  The 

network and e-mail provide tremendous opportunities for students, teachers, staff and patrons to 

communicate, learn, access, and publish information.  The District expects that staff will employ 

e-mail on a daily basis at work as a primary tool for communications relating to the District’s 

educational goals and objectives.  E-mail and the network are intended primarily to improve the 

flow of educational and District-related information within the District and with appropriate 

outside parties. 

 

The District may rely upon e-mail and the network to communicate information, and all staff will 

be responsible for checking and reading messages daily. 

 

The network is provided for staff and students to conduct research and communicate with others. 

District staff should be aware that communications over the network may be subject to disclosure 

pursuant to Washington’s Public Records Disclosure Act, RCW Ch. 42.17.  Therefore, general 

rules and standards for professional behavior and communications will apply and all staff should 

use the same professionalism in preparing e-mail messages as they do other written or oral 

communications.  In addition, e-mail message content must adhere to all other District policies 

and standards, as well as applicable laws, that prohibit harassment and discrimination. 

 

All of the hardware and software comprising the District’s computer system is the property of 

the District and should be used for District purposes only and shall not be used for personal gain.  

Network administrators may review files and communications to maintain system integrity and 

to ensure that the system is used responsibly. Users should not expect that files stored on District 

servers or other equipment will be private.  The District reserves the right at its discretion to 

view, capture, and use material in any e-mail or attachment to e-mail.  Further, the District 

reserves the right to view, capture and use records tracking any user’s Internet usage, and the 

District maintains records of all Internet access.   

 

Acceptable Use Guidelines 

All use of the network generally should be in support of education and research and consistent 

with the mission of the District.  The District reserves the right to prioritize use and access to the 

network. 

 

Disseminating Confidential Information Over the Network 

Because e-mail messages over the network may not be entirely secure, District staff should 

adhere to the following guidelines when disseminating or sharing confidential information about 

students or other employees: 

 



Procedure 5274P 

Personnel 

 

 Clearly mark the top of each e-mail communication that contains confidential information 

with a designation of “confidential – for recipient’s eyes only.”  Such designation should be 

written boldly and conspicuously.  For example, staff may wish to use an all caps feature or 

bold font when making a “confidential – for recipient’s eyes only.” designation. 

 

 Staff members should only send confidential information to other District staff members who 

have a need to know the information based on legitimate educational interests (i.e. this 

should be sent to as few persons as possible to resolve or explain the issue.)   

 

 Staff members should not disseminate confidential information to individuals who are not 

employed by or otherwise affiliated with the District, unless such individuals are authorized 

to receive the information.  Individuals authorized to receive confidential information 

include, but are not limited to, the parents of the student at issue, attorneys for the District, 

and individuals authorized to receive the information under the Family Educational Rights 

Privacy Act, 20 U.S.C. § 1232g(b)(1).  If you have any questions regarding who is authorized 

to receive confidential student or employee information, please contact the District office. 

 

 Personal information such as addresses and telephone numbers should remain confidential 

when communicating on the system.  Students should never reveal such information without 

permission from their teacher or other adult in authority. 

 

Security of Network Resources 

 Network accounts are to be used only by the authorized owner of the account for an 

authorized purpose.  Users may not share their account number or password with another 

person or leave an open file or session unattended or unsupervised.  Account owners are 

ultimately responsible for all activity under their account.  For reasons of system and 

personal security, each system account holder must sign a technology use agreement. 

 

 A password is designed to provide network security from unauthorized users, not to provide 

personal privacy for District employees or students.  Any use made of the network is subject 

to monitoring by the District to ensure that only appropriate, education-related work and 

messages are being transmitted. 

 

 Users shall not seek information on, obtain copies of, or modify files, other data, or 

passwords belonging to other users, or pose as other users on the system, or attempt to gain 

unauthorized access to the system or another user’s account. 

 

 Communications may not be encrypted so as to avoid District security review. 

 

 Users shall change passwords regularly and avoid easily guessed passwords based on the 

following protocol: 

 

o Passwords must be changed a minimum of once per year 

o Passwords must contain at least 8 characters 

o Passwords must be complex using a combination of letters and numbers 
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o If a password is compromised, it will be changed immediately and the district 

technology department will also be notified 

 

Conservation of Network Resources 

Diligent effort must be made to conserve network resources such as disk space, printing supplies, 

bandwidth (i.e. streaming video or audio, peer to peer file transfer, etc.), and equipment.  For 

example, users should frequently delete e-mail and unused files, consistent with applicable laws 

and District policies on the retention of public and student records. 

  

Prohibited Use of the Network 

The following conduct is not permitted on district networks: 

 

 Sending or displaying offensive messages or pictures that disrupt the educational 

environment; 

 Using vulgar, obscene, or profane language; 

 Using the network to distribute harassing, threatening, or intimidating communications, 

including hate mail or messages containing discriminatory remarks or pictures; 

 Accessing gambling, sexually explicit, or pornographic material through the network or 

using the network to store or distribute pornographic or sexually explicit materials; 

 Using the network to develop programs to harass other users or to gain unauthorized access 

to any computer or computing system; 

 Engaging in practices that threaten the network (e.g., loading files that may introduce a virus) 

or serve to disrupt the use of the network by others; 

 Violating copyright laws; 

 Using the Internet for any unlawful purpose. For example, District employees may not use 

District computers to download or to copy music, software, videos, or other copyrighted 

materials in violation of state or federal copyright laws.  The unauthorized installation, use, 

storage or distribution of copyrighted software or materials on district computers is strictly 

prohibited; 

 Destroying, modifying, or abusing network components, including hardware and software; 

 Using the Internet or e-mail in violation of network provider policies, licenses, and District 

policy; 

 Using others’ passwords; 

 Trespassing in others’ folders, documents, or files; 

 Attempting to view the e-mail of others without authorization;  

 Intentionally or recklessly wasting limited resources; 

 Employing the network or District equipment for commercial purposes or for private or 

charitable solicitations except as related to District organizations or clubs; 

 Assisting a campaign for election of any person to any office or for the promotion of or 

opposition to any ballot proposition; 

 When expressing personal viewpoints on matters pertaining to District business on the 

network, employees should make sure that the communication does not appear to be a 

communication on behalf of the District.  Such a representation should be specifically 

disclaimed;       
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 Using personal e-mail or network resources, including the Internet, in a way that negatively 

impacts educational goals or job responsibilities. 

 

Personal use of the network services should only be done outside of regular work hours and 

consistent with the technology use agreement. 

 

The Network Supervisor will report inappropriate behaviors to the employee's supervisor or 

another responsible school administrator.  The District may block Internet sites, and violations of 

these policies and procedures may result in a loss of access and/or disciplinary action, up to and 

including termination. When applicable, law enforcement agencies may be involved. 

 

District Anti-Spamming Policy 

The District’s computer network is a limited resource that is made available to District staff to 

facilitate the business of the District and internal communications.  Unsolicited mass e-mail 

communications (“spam”) interfere with the District’s computer network and interrupt the 

District’s work.  The District has adopted  these  procedures to prevent the dissemination of 

spam via the District’s e-mail server. 

 

For the purposes of preserving the security, integrity, and resources of the District’s computer 

network, the District may review the contents of any e-mail message that is received through the 

District’s e-mail server.  If the District determines that an e-mail message constitutes spam, and 

if the District is able to determine the address of the sender of the spam, the District will send a 

letter or e-mail to the sender of the spam, requesting that the sender cease sending such 

communications.  If the sender of the spam continues to send spam to the District, the District 

may act to block all future electronic mailings from the sender or the sender’s organization.  If 

the District determines that an e-mail message constitutes  

 

spam, and the District is unable to determine the address of the sender (e.g., the e-mail sender is 

forged or does not appear), then the District may take steps to filter and/or block such e-mail. 

 

Each employee will be given copies of this policy and procedures and will be required to sign an 

acceptable use agreement before establishing an account.  Violation of any of the conditions of 

use or this policy and procedures may be cause for disciplinary action, up to and including 

termination of employment.  Such violations may also result in a loss of computer/email 

privileges. 
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Sources of Law RCW Ch. 42.17 20 U.S.C. § 1232g(b)(1). 


